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trong giao dich ngan hang
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Cong nghé deepfake lIa mét linh vwe cua tri tué nhan tao (Al) va hoc may (machine learning), véi kha
nang tao ra cac hinh anh, video hodc am thanh gia mao mét cach rat chan thwc, dang tré thanh moi
de doa ngay cang I&n trong linh viee ngan hang. Téi pham c6 thé lgi dung cong nghé nay dé thwe
hién cac hanh vi gian 1an va ltra dao tinh vi. Bai viét khai quat vé cong nghé deepfake, qua d6 nhan
dién mot s6 thi doan lira dao str dung cong nghé nay trong hoat dong ngan hang, tir d6 dwa ra mét

so6 giai phap khac phuc, phong tranh.

Cong nghé deepfake dua chl yéu vao GANs
(Generative Adversarial Networks), mét ky thuéat
hoc may dugc gidi thiéu bdi lan Goodfellow va cac
cong sy vao nam 2014. GANs bao gém hai mang
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neural: mét mang sinh (generator) tao ra di liéu
gia, va mot mang phan biét (discriminator) danh gia
dii liéu dé. Cé hai mang nay canh tranh véi nhau dé
cai thién kha nang tao ra di liéu giad mao ngay cang
chan thuc. Céng nghé nay bat dau dudc biét dén
réng rai vao nam 2017 khi mét ngudi dung Reddit




(trang cOng dong truc tuyén) chia sé cac video gia
mao sl dung cong nghé GANs dé hoan ddi khuon
mat cla ngudi ndi tiéng trong cac video gid mao.
Mac du muc dich ban dau cla cac video nay gay
tranh cdi va lo ngai, nhung n6 nhanh chéng thu hat
sy chu y vi kha nang tao ra cac hinh anh gia mao
chét lugng cao.

Thuc trang t6i pham sif dung cong nghé deepfake trong
giao dich ngan hang

Theo bdo cédo cla Coéng ty Bado mat di liéu
Sumsub c6 tru sé tai London (Vuong quéc Anh),
cong bo vao thang 11/2023, tinh trang Ita dao su
dung céng nghé deepfake da gia tang dang lo ngai
trén toan cau. Mdc dé st dung deepfake da tang
manh tU nam 2022, véi su khac biét ro rét theo khu
vuc: dat 1740% G Bac My, 1530% & khu vuc chéau
A - Thai Binh Dudng (APAC), 780% & chau Au (bao
gébm ca Vuong quéc Anh), 450% G Trung Dong va
Bac Phi (MEA), 410% & My Latinh. Tay Ban Nha la
qudc gia bi tdn céng nhiéu nhéat bdi deepfake, con
ho chiéu qudc gia vung Trung Déng diing dau danh
sach cac loai gidy t6 gid mao phd bién toan cau.
DPac biét, My Latinh chiing kién sy gia tang gian lan
G hau hét cac quéc gia trong khu vuc [1].

Dau nam 2024, mét nhan vién clia mét céng ty
c6 tru sd tai Hong Kéng da chuyén 25 trieu USD
cho nhiing ké IUa déo, sau khi nhan dudgc chi thi tu
ngudi dudc cho la giam déc tai chinh clda co trong

Xu hwéng phat trién trong twong lai cia xac thye sinh trac hoc [4].
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cudc goi video véi cac dong nghiép khac. Tuy nhién
tat c& nhiing ca nhan trong cudc goi déu khong
phai 1a “chinh chi”. Nhiing ké IUta ddo da s’ dung
deepfake dé sao chép hinh anh cac thanh vién
trong céng ty nhadm IlUa nhan vién thuc hién giao
dich chuyén tién [2].

Cac cong ty dich vu tai chinh ngay cang lo ngai
vé gian lan Al tao ra nhdm vao tai khoan khach
hang. M6t bao cao cho thay su gia ting 700% céac
su c6 deepfake trong cong nghé tai chinh trong nam
2023. Trung tam dich vu tai chinh ctia Deloitte (Anh)
du doan réng, Al c6 thé khién tén that do gian lan
G My tang tu 12,3 ty USD (nam 2023) Ién t6i 40 ty
USD (nam 2027), tudng Ung vGi téc do tang trudng
kép hang nam la 32% [3].

Xu hudng cong nghé chong deepfake

So sanh khuén mat véi du liéu nhdn dang:
Giai phap co ban nay yéu cau so sanh khudén mat
cla ngudi dung véi di liéu nhan dang ma ho cung
cép. Tuy nhién, phuong phap nay dé bi qua mat va
can dudc két hgp vai cac giai phap phuc tap han.

Xdc minh thuc thé séng: Day 1a mot cong nghé
tién ti€n gilp xac dinh liéu déi tugng tuong tac céd
phai ngudi that hay khéng, nham ngén chan hanh vi
Ilia ddo. Cong nghé nay dya trén cac phuong phap
nhu: xac dinh chuyén dong dé phat hién cac hanh
vi gid mao khuon mat tinh, st dung céac thuat toan
phtic tap va b6 mo ta truc
quan dé phan biét gitta nguoi
dung that va gid mao, mé
hinh mang naron hoc sau, s
dung céac 16p noron dé x{ ly
hinh anh va xac dinh tinh xac
thuc clia ngudi dung...

Sinh trdc hoc da phuong
thdc: Viéc két hgp nhiéu
phudng thic sinh trdc hoc
dé tang cudng bao mat va
do chinh xac dang tré thanh
xu huéng néi bat. Thay vi chi
dva vao mét phuong thtc
duy nhat, chidng han nhu
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nhan dién khuén mat hoac quét van tay, cac ung
dung ngan hang hién dai dang két hgp ca hai dé
xac minh danh tinh ngudi dung. Cach tiép can nay
khong chi khac phuc dugc nhiing han ché riéng 1&
clia ting phudng thic ma con nang cao muc do an
toan téng thé [4].

Sinh trdc hoc hanh vi: Sinh trdc hoc hanh vi
dang md& ra mét huéng di mai trong bdo mat, bang
cach phan tich cac mau hanh vi dac trung clia ngudi
dling nhu téc dd g phim, cach di chuyén chudt va
thoi quen sl dung. Nhiing déc diém nay rat kho dé
gid mao, mang lai mét I16p bao vé bd sung cho hé
théng. D&c biét, sinh trdc hoc hanh vi cho phép xac
thuc lién tuc, nghia 1a hé théng c6 thé lién tuc kiém
tra danh tinh ngusi dung trong suét phién lam viéc,
dam bao an toan t6i da [4].

Thé thanh todn sinh trdc hoc: Mot budc tién
mgi trong cong nghé thanh toan la tich hgp cam bién
sinh tréc hoc truc tiép vao thé thanh toan. Nhing
thé nay s dung nhan dién van tay dé xac thuc giao
dich, loai bd nhu cau nhap ma PIN. Cong nghé nay
khong chi tang cudng bdo mat ma con mang dén su
tién Igi va dé s dung, gilp ngudi tiéu dung co trai
nghiém thanh toan an toan va quen thuéc hon [4].

Tich hop céng nghé 4.0 vao xac thuc sinh trac
hoc

Khi cong nghé sinh tréc hoc tiép tuc tién bd, ling
dung cla né trong ngan hang du kién sé phat trién
theo nhiing cach thu vi va mang tinh dét pha. Cac
phat trién trong tuong lai cé thé tap trung vao viéc
tang cudng bao mat, cai thién do chinh xac va mé
rong kha nang sl dung cla cac hé théng sinh trac
hoc. Nhiing d8i méi nhu tich hgp sinh tric hoc véi
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cong nghé blockchain, cac tién bo trong Al, va nhu
cau ngay cang tang vé cac giadi phap ngan hang tu
xa an toan dang dinh hinh tudng lai clia xac thuc
sinh tréc hoc trong nganh ngan hang. Cu thé:

Tich hgp vdi cdng nghé Blockchain: Tuong lai
clia xac thuc sinh trdc hoc trong ngan hang co
thé bao gém tich hgp véi cong nghé blockchain.
Blockchain, véi tinh phi tap trung va khéng thé gia
mao, sé tang cudng bao mat cho di liéu sinh trac
hoc, luu trir chung mét cach an toan va khéng thé
thay déi. Su két hop nay c6 kha ndng cach mang
hoa quan ly danh tinh va phong chéng gian l1an
trong nganh ngéan hang.

Tri tué nhén tao tién tién va hoc may: Al va hoc
may sé ti€p tuc nang cao kha nang xac thuyc sinh
trdc hoc bang cach cai thién dé chinh xac va kha
nang thich tng véi cac mau mdéi. Trong tudng lai,
cac hé théng sinh tric hoc do Al diéu khién c6 thé
phat hién va phan Ung ngay lap tlc véi cac nd luc
lam gid tinh vi theo thai gian thuc.

S dung xac thuc sinh trdc hoc tai cac chi nhanh
ngan hang: Viéc xac thuc sinh trac hoc truc tiép tai
cac chi nhanh ngan hang, nhu qua nhan dién van tay
hodc khudn mat tai cdy ATM hodc van phong, ddm
bado muc dé an toan va tin cay cao nhat. Phuong
phap nay cung cdp mét cach xac minh danh tinh
dang tin cay va chinh xac, giam thiéu nguy cg trom
cap danh tinh va gian lan nhd vao tinh duy nhéat va
khé sao chép cla cac dic diém sinh tric hoc. Déng
thi, N6 mang lai trai nghiém xac thuc lién mach va
thuan tién, nang cao su hai long clia khach hang
bang cach loai bd nhu cau st dung cac phudng phap
truyén thdng nhu thé cin cudc hodc mat khiu

[1] Identity Fraud Report (2023), Sumsub Research: Global Deepfake Incidents Surge Tenfold from 2022 to 2023.

[2]H. Chen, K. Magramo (2024), “Finance worker pays out $25 million after video call with deepfake 'chief financial officer”,
https://edition.cnn.com/2024/02/04/asia/deepfake-cfo-scam-hong-kong-intl-hnk/index.html, truy cap ngay 14/6/2024.

[3] K. Araullo (2024), “Shielding from deepfake risks - how exposed are Fls and banks?”, https://www.insurancebusinessmag.

com/us/risk-management/news/shielding-from-deepfake-risks--how-exposed-are-fis-and-banks-497226,

14/6/2024.

truy cép ngay

[4] Panini (2024), "The future of biometric authentication in banking", https://www.panini.com/blog/the-future-of-biometric-

authentication-in-banking, truy cap ngay 14/6/2024.

TAP CHI

60 %%HI\(K);CI:_IE S0 1 nam 2025

VIETNAM



